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ABSTRACT

Cyberspace, given its unique capabilities, can have both positive and negative
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Available Online: 23 Mar 2025 impacts. However, if individuals engage with this space naively and without

adequate knowledge, they may become vulnerable to its negative effects. Children
are among the most significant and sensitive groups exposed to the potential harms
of cyberspace. Within this context, the central research question is: What are the
religious and ethical risks of cyberspace for children, and what strategies can
mitigate these risks? To address this question, the hypothesis posits that a lack of
awareness, insufficient parental supervision, and the absence of appropriate
frameworks for safe and effective use of cyberspace expose children to the
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weakening of Islamic beliefs, moral deviations, and ethical exploitation. This study

Cyberspace, children, risks,
beliefs, ethics. employs a library-based method for data collection and an analytical approach for
data processing. The findings indicate that while cyberspace holds immense
potential for learning, creativity, and innovation, it should not be simplistically
regarded as a safe environment for children's engagement. Thus, precaution,
heightened awareness, supervision, and the enforcement of restrictions are critical

strategies to prevent religious and ethical harms in cyberspace for children.
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EXTENDED ABSTRACT

INTRODUCTION

Cyberspace has become a double-edged sword in modern society, offering vast
opportunities for learning and growth while simultaneously exposing users, especially
children, to numerous risks. The rapid expansion of internet accessibility has led to
significant challenges, particularly in managing its ethical and religious impacts on
younger generations. As noted by Izadi-Fard and Hossein-Nejad (2016), the internet's vast
and unregulated nature can overwhelm users, especially those with limited media literacy,
leading to exposure to misleading and harmful information (1). This issue is further
exacerbated by the lack of parental control and insufficient frameworks to guide children's
online activities. Such exposure can erode Islamic beliefs and moral standards, making it
Imperative to investigate and address these risks systematically.

METHODS AND MATERIALS

This study employs a library-based method to collect data and utilizes analytical
techniques to explore the religious and ethical vulnerabilities of children in cyberspace.
The primary focus is to identify the mechanisms through which cyberspace influences
children's beliefs and moral conduct and to propose strategies for mitigating these risks.
By examining the works of previous researchers the study sheds light on how unregulated
cyberspace fosters environments conducive to ethical exploitation and the weakening of
traditional religious values.

FINDINGS

The findings underscore the multifaceted nature of cyberspace risks for children.
Cyberspace, as Hasanbeigi (2005) points out, operates in an anarchic environment devoid
of effective legal or technical controls, posing a significant threat to users' psychological
well-being and ethical standards (2). Among the identified risks, the most alarming are the
undermining of Islamic beliefs, exposure to inappropriate content, and the normalization
of moral deviations. Furthermore, Javidi et al. (2021) highlight that the generational gap
created by differing levels of digital literacy among parents and children exacerbates these
challenges, leading to reduced parental influence and increased generational discord (3).

DISCUSSION AND CONCLUSION

The study reveals that children raised in a digital age often adopt lifestyles and
beliefs incongruent with their cultural and religious upbringing. The works of Dardashti
(2016) emphasize the intentional dissemination of doubts about Islamic beliefs through
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sophisticated misinformation campaigns in cyberspace (4). Additionally, the normalization
of Western lifestyles and the glamorization of materialistic values through digital media
significantly alter children's worldviews, as observed by Malek Shoar and Tadayon (2020).
These cultural shifts often conflict with traditional values, further widening the
generational divide and eroding family cohesion (7).

To mitigate these risks, it is essential to implement comprehensive strategies that
involve parental supervision, enhanced awareness, and the development of secure online
environments tailored for children. Platforms such as YouTube Kids, though designed with
safety features, still face challenges in filtering harmful content effectively (17). Therefore,
stakeholders, including parents, educators, policymakers, and technology companies, must
collaborate to enhance digital literacy and establish robust safeguards. As Ghanizadeh
Bafghi and Hosseinzadeh Sarsheki (2023) suggest, integrating educational initiatives with
regulatory measures can significantly reduce the prevalence of cyber risks for children (13).
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