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ABSTRACT
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purposive and theoretical sampling until theoretical saturation was reached. Data were
collected exclusively through in-depth semi-structured interviews. All interviews were
audio-recorded, transcribed verbatim, and analyzed using thematic analysis. NVivo
software was utilized to facilitate data management and systematic coding. The analysis
yielded four main themes: ethical challenges related to data privacy and governance, ethical
lived experience, school tensions in Al-supported managerial decision-making, ethical challenges concerning human
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principals roles and relationships in smart schools, and macro-level ethical challenges in educational
Al governance. The findings indicate that principals experience uncertainty regarding
ethical accountability, concerns about algorithmic bias, weakened human relationships, and
a lack of clear ethical and policy frameworks. The findings suggest that ethical challenges
of artificial intelligence in smart schools are complex, context-dependent, and require

integrated ethical, managerial, and policy-oriented responses.
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EXTENDED ABSTRACT
INTRODUCTION

The rapid integration of artificial intelligence (Al) into educational systems has
fundamentally reshaped the landscape of teaching, learning, and school management.
Smart schools, characterized by data-driven infrastructures, intelligent learning platforms,
and algorithmic decision-support systems, represent a prominent manifestation of this
transformation. While Al technologies promise enhanced personalization, efficiency, and
predictive capacity in education, they simultaneously raise profound ethical concerns that
extend beyond technical performance to questions of values, responsibility, and human
agency (1, 2). Much of the existing literature has focused on the pedagogical effectiveness
of Al tools such as ChatGPT, their impact on student learning outcomes, academic
integrity, and assessment practices (15, 17, 18). Other studies have examined students’ and
teachers’ perceptions of Al, highlighting both opportunities and ethical risks, including
bias, overreliance on algorithms, and threats to fairness and autonomy (6, 13, 14).

Despite this growing body of research, comparatively little attention has been paid
to school principals as key ethical actors in Al-driven educational environments. Principals
occupy a pivotal position at the intersection of policy mandates, technological
infrastructures, and everyday educational practice. They are responsible not only for
implementing Al-based systems but also for managing their ethical implications for
students, teachers, and the broader school community. Prior research suggests that the
absence of clear ethical and legal frameworks often places educational leaders in situations
of uncertainty, where responsibility is high but control over technological systems is
limited (3, 5). Moreover, studies on Al ethics in education emphasize that ethical challenges
are deeply context-dependent and cannot be fully understood without examining the lived
experiences of those who navigate them in practice (7, 8).

In smart schools, ethical concerns frequently emerge around data privacy,
surveillance, algorithmic bias, accountability in decision-making, and the transformation
of human relationships within the school. Al-driven dashboards, predictive analytics, and
automated evaluations may subtly shift leadership practices from relational and judgment-
based approaches toward data-centric and technocratic modes of management (11). While
such shifts may enhance efficiency, they also risk marginalizing human values such as
empathy, contextual understanding, and moral deliberation. Existing international studies
have largely addressed these issues at the level of higher education or from the perspective

of learners and instructors (9, 10, 20), leaving a notable gap in understanding how school



principals experience and interpret ethical challenges in Al-enabled primary and secondary
education contexts.

Addressing this gap is particularly important in contexts where smart schooling
initiatives are expanding rapidly, yet ethical governance mechanisms remain
underdeveloped. Understanding principals’ lived experiences can provide nuanced insights
into how ethical tensions are perceived, negotiated, and managed in everyday school
leadership. Such insights are essential for informing more grounded ethical guidelines,
leadership training programs, and policy frameworks that align technological innovation
with educational values. Accordingly, this study seeks to explore the lived experiences of
smart school principals regarding ethical challenges in the age of artificial intelligence (4,
12).

METHODS AND MATERIALS

This study employed a qualitative research design grounded in an interpretive
phenomenological approach to capture the lived experiences of school principals working
in smart schools. The research setting consisted of smart schools located in Tehran, where
digital and Al-based systems are increasingly integrated into educational management and
instructional processes. Participants were selected through purposive and theoretical
sampling based on specific inclusion criteria, including having managerial responsibility
in a smart school and direct experience with Al-supported educational or administrative
technologies.

Data were collected exclusively through semi-structured, in-depth interviews,
allowing participants to articulate their experiences, perceptions, and ethical concerns in
their own words. An interview guide with open-ended questions was developed to explore
issues such as the use of Al in decision-making, data management practices, perceived
ethical dilemmas, changes in leadership roles, and the impact of Al on relationships within
the school. Interviews were conducted with 18 principals and continued until theoretical
saturation was achieved, meaning that additional interviews no longer yielded new
concepts or themes. Each interview lasted between 45 and 75 minutes and was audio-
recorded with participants’ informed consent, then transcribed verbatim for analysis.

Data analysis was conducted concurrently with data collection using thematic
analysis. Transcripts were read repeatedly to achieve immersion in the data, followed by
open coding to identify meaningful units of text. Codes were then compared, grouped, and

refined into subthemes and overarching themes through constant comparison. NVivo
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qualitative data analysis software was used to organize data, manage codes, and support
systematic analysis.

FINDINGS

The analysis resulted in four main themes that collectively describe the ethical
challenges experienced by smart school principals in the age of artificial intelligence. The
first theme concerned ethical challenges related to data privacy and data governance.
Principals expressed persistent concern about the collection, storage, and use of students’
and teachers’ data. Many participants reported uncertainty regarding who ultimately owns
educational data, how securely it is stored, and whether data are used beyond their original
educational purposes. The lack of transparency in Al systems and dependence on external
technology providers intensified principals’ feelings of ethical vulnerability and limited
control, positioning them as accountable actors without full authority over data
infrastructures.

The second theme focused on ethical tensions in Al-supported managerial decision-
making. Principals described situations in which algorithmic recommendations conflicted
with their professional judgment and contextual knowledge of students and teachers. While
Al tools were perceived as useful for efficiency and monitoring, participants struggled with
questions of responsibility and fairness, particularly when decisions influenced students’
academic trajectories. Concerns about algorithmic bias and the risk of reducing complex
human situations to numerical indicators were recurrent, leading principals to question the
ethical legitimacy of fully data-driven decisions.

The third theme addressed changes in human roles and relationships within the smart
school environment. Principals reported that increased reliance on Al systems altered their
leadership identity, shifting it from a relational and pedagogical role toward a more
technical and supervisory one. Relationships with teachers were sometimes strained due to
perceptions of increased surveillance and reduced professional autonomy. Participants also
expressed concern about students’ psychological safety, noting that constant monitoring
could undermine trust, spontaneity, and a sense of belonging within the school.

The fourth theme encompassed macro-level and structural ethical challenges related
to Al governance in education. Principals emphasized the absence of clear ethical
guidelines, legal frameworks, and institutional support for navigating Al-related dilemmas.
Insufficient training on ethical aspects of Al left many principals feeling unprepared to

address complex moral questions. Additionally, issues such as unequal access to advanced



technologies and growing dependence on private technology companies were perceived as
threats to educational equity and institutional independence.

DISCUSSION AND CONCLUSION

The findings of this study illustrate that ethical challenges associated with artificial
intelligence in smart schools are not isolated technical issues but deeply embedded in the
lived experiences of school principals. These challenges span data governance, decision-
making authority, human relationships, and systemic governance structures, highlighting
the multifaceted nature of Al ethics in educational leadership. Principals are positioned at
the forefront of ethical negotiation, balancing technological demands with educational
values, often in contexts marked by uncertainty and limited guidance.

The study underscores the need to reconceptualize ethical leadership in smart
schools as a dynamic, context-sensitive practice that integrates human judgment, moral
responsibility, and technological awareness. Rather than viewing Al as a neutral tool,
principals’ experiences reveal it as a powerful actor that reshapes norms, roles, and power
relations within schools. Addressing these challenges requires moving beyond purely
technical solutions toward the development of ethical frameworks that are grounded in
practice and responsive to the realities of school leadership.

In conclusion, exploring principals’ lived experiences provides critical insights into
the ethical dimensions of Al integration in education. These insights point to the
importance of ethics-oriented leadership training, transparent data governance
mechanisms, and participatory policy development that involves school leaders as key
stakeholders. By centering the voices of principals, this study contributes to a more human-
centered understanding of artificial intelligence in education and highlights pathways for

aligning technological innovation with the core values of schooling.
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