Journal of

Study and Innovation in Education and Development

Vol. 6, Issue 3 (2025): 1-27

A Mixed-Methods Cybersecurity Governance Model for the Islamic
Republic of Iran in the Ten-Year Horizon

Hossein Jangravile, Jamal Aberoumand®*e, Mohammad Reza Arab Baferani?
1. PhD Student in Futures Studies, Imam Hossein University, Tehran, Iran
2. Assistant Professor of Hazrat Wali Asr Aj Research Institute of Imam Hussein University

Received: 14 Jan 2026
Accepted: 15 May 2026

First Available: 09 Jun 2026
Final Publication: 23 Jul 2026

Keywords

Cybersecurity Governance,
Interpretive Structural Modeling,
MICMAC Analysis, Digital
Governance, National Security,
Mixed-Methods Approach,

Islamic Republic of Iran

ABSTRACT

The present study aimed to design a cybersecurity governance model for the Islamic Republic of Iran
in a ten-year horizon using a mixed-methods approach and to identify the structural relationships
among its components. This study employed an exploratory mixed-methods design conducted in
qualitative and quantitative phases. In the qualitative phase, thematic analysis was applied through
semi-structured in-depth interviews with 15 experts in cybersecurity, information technology, public
policy, and strategic management to identify the dimensions and components of cybersecurity
governance. Participants were selected using purposive and snowball sampling methods, and
interviews continued until theoretical saturation was achieved. In the quantitative phase, Interpretive
Structural Modeling (ISM) and MICMAC analysis were used to determine the hierarchical structure
and interrelationships among the identified components. Quantitative data were collected using
pairwise comparison questionnaires, and the relationships among variables were analyzed through the
Structural Self-Interaction Matrix, final reachability matrix, and driving-dependence analysis. The
qualitative findings revealed four organizing themes: governance experiences in the Islamic
Revolution, desirable governance structures and processes, strategic goal-setting in the ten-year
horizon, and cybersecurity governance challenges. The ISM results demonstrated a seven-level
hierarchical structure in which ideological and theoretical foundations, macro governance structures,
state-society relations, and strategic long-term goals were identified as the fundamental driving forces
at the highest level. Technological, managerial, cultural, and geopolitical challenges were located at
the lowest level and exhibited the highest dependence on other variables. The MICMAC analysis
further indicated that structural, institutional, and policy-related variables were positioned in the
independent zone, while infrastructural and managerial variables were categorized in the linkage zone.
No autonomous variables were identified within the model. The findings indicated that cybersecurity
governance in the Islamic Republic of Iran is a multidimensional, networked, and strategic system
requiring coordination among ideological foundations, institutional structures, policymaking
mechanisms, operational infrastructures, crisis management, and social participation. Accordingly,
developing a localized, adaptive, and future-oriented governance model can enhance national cyber
resilience and improve the effectiveness of digital governance.
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EXTENDED ABSTRACT
INTRODUCTION

Cybersecurity governance has emerged as one of the most critical dimensions of
contemporary governance systems due to the rapid expansion of cyberspace, digital
transformation, artificial intelligence, smart infrastructures, and platform-based
economies. In recent decades, cyberspace has evolved from a technical communication
environment into a strategic domain intertwined with national security, economic
sustainability, political stability, public trust, and social resilience. Consequently,
cybersecurity can no longer be understood merely as a technical issue related to
information protection; rather, it has become a multidimensional governance challenge
involving policy-making, institutional coordination, regulation, crisis management,
infrastructure resilience, public participation, and strategic foresight (25, 33, 35).

Recent studies emphasize that cybersecurity governance is increasingly connected
to organizational innovation, investor trust, public confidence, digital transformation, and
institutional legitimacy. Effective cybersecurity governance frameworks improve
organizational resilience and strategic performance while reducing vulnerability to cyber
threats (23, 24). Furthermore, the emergence of artificial intelligence and smart governance
systems has intensified the need for adaptive and ethical cybersecurity governance capable
of addressing evolving technological risks (26-28). Contemporary governance models
therefore require a transition from centralized and reactive security approaches toward
participatory, networked, and future-oriented governance systems (29).

For countries facing geopolitical pressures, hybrid warfare, sanctions, and
information conflicts, cybersecurity governance assumes an even more strategic role. In
such contexts, cyber threats are not limited to technical intrusions but may influence social
stability, political trust, economic systems, and public order. Studies conducted in the
Iranian context indicate that cyberspace has become deeply connected with emerging
security threats and social dynamics (30). Therefore, designing a comprehensive
cybersecurity governance model aligned with national values, institutional capacities, and
strategic priorities is essential for sustainable digital security and national resilience.

Existing literature on cybersecurity governance has explored diverse themes,
including governance maturity models, adaptive governance frameworks, cybersecurity
policy, digital regulation, and human-centered cybersecurity approaches (31, 36, 45).
However, most existing studies focus either on organizational cybersecurity management
or on technical dimensions of cybersecurity. Fewer studies have attempted to develop a



comprehensive national cybersecurity governance model integrating ideological,
institutional, social, managerial, infrastructural, and geopolitical dimensions
simultaneously. Moreover, limited attention has been given to long-term strategic horizons
and the structural relationships among governance components.

Theoretical discussions also emphasize the significance of governance quality,
institutional coordination, transparency, participation, and leadership in cybersecurity
systems (34, 38). Governance in cyberspace increasingly depends on interactions among
governments, private organizations, regulatory institutions, technological platforms, and
citizens. Consequently, cybersecurity governance must be conceptualized as a dynamic and
interconnected governance ecosystem rather than a purely technical security arrangement
(29). Human-centered cybersecurity studies further demonstrate that organizational
culture, security psychology, cognitive awareness, and public participation significantly
influence cybersecurity effectiveness (45, 46).

Despite the growing importance of cybersecurity governance, there remains a
significant gap in developing a localized, strategic, and future-oriented governance model
for the Islamic Republic of Iran. Addressing this gap requires an integrative methodological
approach capable of identifying the key dimensions of cybersecurity governance while also
clarifying the hierarchical and structural relationships among them. Accordingly, the
present study aimed to design a cybersecurity governance model for the Islamic Republic
of Iran in a ten-year horizon using a mixed-methods approach.

METHODS AND MATERIALS

This study employed an exploratory mixed-methods design integrating qualitative
and quantitative approaches. The research was conducted in two sequential phases. In the
qualitative phase, thematic analysis was used to identify the major dimensions,
components, and conceptual relationships of cybersecurity governance. Semi-structured
in-depth interviews were conducted with experts in cybersecurity, information technology,
governance, public policy, and strategic management. Participants were selected through
purposive and snowball sampling methods. The interview process continued until
theoretical saturation was achieved, which occurred after 15 interviews.

The qualitative data analysis process included open coding, extraction of concepts,
development of basic themes, organizing themes, and overarching themes. The identified
themes formed the preliminary conceptual model of cybersecurity governance. To enhance
the credibility and reliability of the qualitative findings, expert review, intercoder
agreement, and content validation techniques were employed.
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In the quantitative phase, Interpretive Structural Modeling (ISM) was used to
analyze the structural relationships among the extracted components and determine their
hierarchical levels. The same panel of experts participated in the ISM phase. Data were
collected using a pairwise comparison questionnaire specifically designed for structural
analysis. Experts evaluated the directional relationships among the governance
components using the standard ISM symbols V, A, X, and O.

The ISM procedure involved constructing the Structural Self-Interaction Matrix
(SSIM), converting it into the initial reachability matrix, developing the final reachability
matrix through transitivity analysis, and determining the hierarchical levels of variables.
Subsequently, MICMAC analysis was conducted to identify the driving power and
dependence power of the variables and classify them into independent, linkage, dependent,
and autonomous categories.

FINDINGS

The qualitative findings revealed that the cybersecurity governance model of the
Islamic Republic of Iran in the ten-year horizon consisted of four major organizing themes:
governance experiences in the Islamic Revolution, desirable structures and processes of
cybersecurity governance, strategic goal-setting in the ten-year horizon, and cybersecurity
governance challenges.

The first organizing theme included ideological and theoretical foundations,
structural and institutional dimensions, governance transformations, managerial
dimensions, and state-society relations. The second organizing theme encompassed
governance and regulatory institutions, national operational infrastructures, information
and data infrastructures, macro governance structures, networked and participatory
structures, adaptive governance structures, policy frameworks, evaluation systems, crisis
management, and future-oriented prevention mechanisms. The third organizing theme
involved strategic goals, mid-term goals, operational goals, and performance evaluation
indicators. The fourth organizing theme consisted of structural, technological, managerial,
social, cultural, and geopolitical challenges.

The demographic analysis of the expert panel showed that the participants possessed
substantial academic and professional expertise in cybersecurity and information
technology. Most participants held doctoral degrees and had more than five years of
professional experience in academic, governmental, or technological institutions.

The ISM analysis demonstrated that the model had a seven-level hierarchical
structure. At the highest level of the hierarchy, ideological and theoretical foundations,



macro governance structures, state-society relations, governance transformations, and
strategic ten-year goals were identified as the fundamental driving forces of cybersecurity
governance. These variables exhibited the strongest driving power and the lowest
dependence.

The sixth level included institutional and managerial structures, governance and
regulatory institutions, participatory governance structures, and adaptive governance
systems. The fifth level consisted of operational and informational infrastructures. The
fourth level contained policy frameworks and evaluation systems. The third level included
mid-term goals, crisis management, and future-oriented prevention mechanisms. The
second level consisted of operational goals and performance indicators. Finally, the first
level included technological, managerial, structural, social, and geopolitical challenges as
the most dependent variables in the system.

The MICMAC analysis revealed that ideological foundations, macro governance
structures, governance institutions, and policy frameworks were located in the independent
zone, indicating strong driving power and weak dependence. Variables such as operational
infrastructures, information infrastructures, crisis management, and future-oriented
governance were located in the linkage zone, reflecting both high influence and high
dependence. Operational goals, evaluation indicators, and cybersecurity challenges were
categorized as dependent variables. No variable was located in the autonomous zone,
indicating strong structural interconnectedness among all governance components.

DISCUSSION AND CONCLUSION

The findings of this study demonstrate that cybersecurity governance in the Islamic
Republic of Iran is a multidimensional and interconnected governance system rather than
a purely technical security framework. The placement of ideological foundations, macro
governance structures, and state-society relations at the highest level of the ISM hierarchy
indicates that cybersecurity governance is deeply embedded within broader political,
institutional, and social structures. This finding suggests that sustainable cybersecurity
governance cannot be achieved solely through technological development or technical
regulation; instead, it requires strategic alignment among governance philosophy,
institutional architecture, public trust, and long-term national goals.

The results also highlight the critical role of governance institutions, policy
frameworks, and adaptive structures in shaping the effectiveness of cybersecurity
governance. The positioning of these variables within the independent and linkage zones
of the MICMAC analysis demonstrates that governance quality, institutional coordination,
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and strategic policymaking significantly influence the entire cybersecurity ecosystem. In
practical terms, weaknesses in institutional coordination or policy integration may
eventually manifest as technological vulnerabilities, organizational inefficiencies, or
societal cybersecurity challenges.

Another important finding concerns the central role of operational infrastructures,
information systems, crisis management, and future-oriented governance mechanisms.
These components function as the operational core of cybersecurity governance and serve
as the connecting layer between strategic governance principles and practical
implementation. Their simultaneous high influence and dependence indicate that
cybersecurity governance requires continuous adaptation, coordination, and learning in
response to evolving technological and geopolitical conditions.

The findings further suggest that cybersecurity challenges should not be viewed
merely as isolated technical problems but rather as outcomes of broader governance
conditions. Technological threats, managerial weaknesses, social distrust, and geopolitical
vulnerabilities emerge as consequences of governance quality across higher structural and
strategic levels. Therefore, addressing cybersecurity challenges requires systemic reforms
involving institutional restructuring, policy integration, infrastructure development,
strategic foresight, and human-centered governance approaches.

The absence of autonomous variables in the MICMAC analysis confirms the highly
interconnected nature of cybersecurity governance. All identified components participate
meaningfully within the governance system, indicating that cybersecurity governance
functions as a complex adaptive network. Consequently, isolated or fragmented
interventions are unlikely to generate sustainable outcomes. Instead, effective
cybersecurity governance requires coordinated and integrated policymaking across
institutional, technological, social, and strategic dimensions.

Overall, the present study provides a localized, future-oriented, and structurally
integrated model for cybersecurity governance in the Islamic Republic of Iran. The
proposed model emphasizes the importance of ideological coherence, institutional
coordination, adaptive governance, operational infrastructures, strategic foresight, and
participatory governance in strengthening national cybersecurity resilience. The findings
suggest that future cybersecurity governance strategies should prioritize systemic
integration, institutional adaptability, public participation, and long-term strategic planning
in order to address the increasingly complex and evolving challenges of cyberspace.
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