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Today’s era is known as the era of cyberspace, which experts describe as a
double-edged sword. On one hand, the significant influence of cyberspace
on all aspects of social life is undeniable, and on the other hand, its harms
and threats have also drawn the attention of experts. The aim of the present
research is to propose a content model for parental education to prevent the
harm of cyberspace among students. This research employs a qualitative
method and is applied in nature. The statistical population of this research
consists of specialists in the field of cyberspace, with a sample of 11 experts
selected using theoretical saturation and convenience sampling. The data
collection methods include a review of the literature and semi-structured

Keywords interviews with experts and specialists. To validate the findings, expert
Parental education, prevention, opinions were used, and to ensure reliability, the coefficient of agreement
harm, cyberspace. between coders was applied. Data analysis was performed using coding

methods. The findings indicated that the content of parental education for
preventing cyberspace harm should encompass three components:
knowledge (benefits of cyberspace, understanding cyberspace harms, and
enhancing parental awareness), attitudes, and skills (technological skills,
parenting, and life skills). It can be concluded that by developing their
knowledge, skills, and attitudes toward cyberspace, parents can reduce the
risks associated with cyberspace for their children to some extent.
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EXTENDED ABSTRACT

INTRODUCTION

In today's era of cyberspace, experts highlight both the immense benefits and
significant harms that come with it. On the one hand, cyberspace has transformed how
people interact, learn, and work, but on the other, it presents numerous risks, particularly
for vulnerable populations such as children (15). Parental education has been identified as
an essential component in mitigating the negative effects of cyberspace on students.
Scholars argue that informed and proactive parental involvement can reduce the risks
associated with children's interaction with online environments (1, 3).

The widespread accessibility of the internet and digital platforms has increased
concerns among parents and educators regarding children's exposure to cyber threats.
Egami et al. (2021) stress that children's curiosity and lack of supervision make them more
susceptible to the dangers of cyberspace (2). Moreover, the COVID-19 pandemic
exacerbated the reliance on digital platforms, raising concerns about the potential harm of
prolonged internet usage (4).

Research indicates that technological advances significantly influence social values
and norms, often leading to new forms of social, cultural, and psychological harm (5).
Hence, there is an urgent need to educate parents on how to protect their children from the
negative consequences of cyberspace. Zandkarimi et al. (2022) emphasize that a structured
and comprehensive parental education program is necessary to equip parents with the
knowledge, attitudes, and skills required to guide their children safely through the digital
world (7). The aim of the present research is to propose a content model for parental
education to prevent the harm of cyberspace among students.

METHODS AND MATERIALS

This research adopts a qualitative, applied methodology. The study's target
population includes experts in the field of cyberspace, and a sample of 11 specialists was
selected through theoretical saturation and convenience sampling. Data collection was
conducted using semi-structured interviews and a review of the existing literature. The
findings were validated through expert opinions, while reliability was ensured through the
application of an agreement coefficient between coders. The analysis process was carried
out through open, axial, and selective coding methods.



FINDINGS
The data analysis revealed that the content of parental education for preventing
cyberspace harm should encompass three major components: knowledge, attitudes, and
skills.
1. Knowledge:

o Awareness of cyberspace benefits and its positive applications, which was
identified by 16 of the experts.

o Understanding of cyberspace harms, such as online addiction and privacy
threats, highlighted by 24 of the respondents.

o Enhancing parental awareness about internet safety and regulations, supported
by 36 experts.

2. Attitudes:

o Developing the right parental attitudes towards supervising and interacting
with their children's online activities. This was emphasized by 29 of the
participants.

3. SKkills:

o Technological skills, such as monitoring online activity and ensuring secure
browsing, identified by 9 experts.

o Parenting skills, which include understanding the psychological aspects of
digital exposure, were noted by 43 respondents.

o Life skills, such as decision-making and emotional regulation for both parents
and children, were deemed critical by 43 experts.

DISCUSSION AND CONCLUSION

The findings of this study indicate that a comprehensive parental education model
for preventing cyberspace harm in students consists of three main components: knowledge
(understanding the benefits and harms of cyberspace and enhancing parental awareness),
attitudes, and skills (technological, parenting, and life skills). These results align with
previous studies, all of which emphasize the crucial role of parents in mitigating the risks
of cyberspace for their children (7-9 ,11 ,12).

In explaining these findings, it can be argued that the internet and digital space are
effective tools for human development, provided they are used correctly and with
awareness of the potential risks. It is essential for families and children to be vigilant about
the threats posed by cyberspace. Parents must familiarize themselves with the latest
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technologies and acquire the skills necessary to supervise their children’s online activities
safely.

Moreover, parents should understand that a change in their children’s behavior often
reflects a change in their mindset. When a child's mental and emotional foundations are not
properly shaped, it becomes easier for malicious actors to invade their privacy and disrupt
the family environment. By enhancing their knowledge, skills, and attitudes towards
cyberspace, parents can significantly reduce the risks it poses to their children.

This research contributes to the growing body of literature on cyberspace harm
prevention by offering a structured framework that emphasizes parental education. Parents
play a key role in ensuring their children navigate the digital world safely, balancing the
benefits and dangers of cyberspace. The findings support the idea that empowering parents
through education can lead to better outcomes for their children, protecting them from the
threats of the virtual world.

However, this study acknowledges certain limitations. The vast and complex nature
of cyberspace requires deeper and more varied studies involving experts, parents, students,
and educational policymakers. The researcher faced financial and time constraints, which
limited the scope of this study. Future research could benefit from a mixed-methods
approach, incorporating quantitative data alongside qualitative interviews. Additionally,
future studies should engage a more diverse group of experts to explore broader
perspectives on cyberspace harm prevention.

In conclusion, this research highlights the importance of parental education in
preventing cyberspace harm in students. By improving their knowledge, attitudes, and
skills, parents can play a crucial role in protecting their children from the dangers of the
digital world. Given the increasing prevalence of cyberspace in daily life, preventive
measures, such as parental education programs, should be prioritized to safeguard the well-
being of children.
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